91.000 DEV OGRENCI ORTAOKULU
E-GUVENLIK OKUL POLITIiKASI
E-SAFETY SCHOOL POLICY

E-GUVENLIK OKUL POLITIKASI VE AMACLARI: E-SAFETY SCHOOL POLICY AND
OBJECTIVES:

91.000 Dev Ogrenci Ortaokulu, gelisen teknolojiye ve bilisim ¢agina ayak uydurmak igin gerekli alismalar
yiriitmektedir. Giinliimiiziin vazgegilmezleri olan internet, akill tahta, bilgisayar, diz iistii bilgisayar ve cep
telefonlarin1 kullanirken; 6grencilerin, velilerin ve 6gretmenlerin korunmasini e-giivenlik caligmalar ile
amag edinmistir.

91.000 Dev Student Secondary School carries out the necessary studies to keep up with the developing
technology and the information age. While using the internet, smart boards, computers, laptops and mobile
phones, which are indispensable today; aims to protect students, parents and teachers with e-security
studies.

Egitim standartlarin1 yiikseltmek, basariy1 tesvik etmek, personelin mesleki ¢aligmalarini desteklemek,
ogrencilerimizi gelisen teknolojiye ayak uydurmasini saglamak ve yonetim islevlerini gelistirmek i¢in
okulumuz kaliteli Internet erisimi sunma yiikiimliiliigiine sahiptir.

Our school has an obligation to provide quality Internet access in order to raise educational standards,
promote success, support the professional work of staff, keep our students up to date with emerging
technology, and improve management functions.

Internetin ve teknolojinin yasamim &nemli bir parcasi olmasi sebebiyle, herkes, sanal ortamdaki riskleri
yonetme, tedbir alma, korunma ve strateji gelistirme yontemlerinin &8renilmesi konusunda
bilinglendirilmelidir.

Since the internet and technology are an important part of life, everyone should be made aware of the
methods of managing risks, taking precautions, protection and strategy development in the virtual
environment.

Okul olarak, tiim ¢ocuklarimizin ve personellerimizin sanal ortamlarda potansiyel zararlardan korunmasini
saglamakla sorumludur.

As a school, it is responsible for ensuring that all our children and staff are protected from potential harm
in virtual environments.

E-giivenlik ile amacimiz okulumuzun tiim iiyelerini ¢cevrimi¢i olarak korumak ve giivenligini saglamak.
Our aim with e-security is to protect and secure all members of our school online.



SORUMLULUKLAR: RESPONSIBILITIES:

E-giivenlik politikalarinin gelismesine katkida bulunmak.

Contributing to the development of e-security policies.

Olumlu 6grenme asamasinda mesleki gelisim i¢in sorumluluk almak.

Taking responsibility for professional development in the positive learning phase.

Okul sistemlerinin ve verilerin giivenliginden sorumlu olmak.

Being responsible for the security of school systems and data.

Teknolojiyi giivenli ve sorumlu kullanmak.

Using technology safely and responsibly.

Zarar gorilmesi durumunda tehlikeyi gézlemleyip ilgili birimlere iletmek.

Observing the danger in case of damage and conveying it to the relevant units.

Kabul Edilebilir Kullanim Politikalarin1 (AUP lar) okumak ve onlara bagl kalmak.

Read and adhere to Acceptable Use Policies (AUPs).

Yeni ve gelismekte olan teknolojiler kullanildiginda iyi uygulamalart modellemek.

Modeling good practices when using new and emerging technologies.

Bir dizi farkli ¢evrimigi glivenlik konusundaki farkindaliga sahip olmak ve onlarin bakimindan ¢ocuklarla
nasil iligkili olabileceklerini bilmek.

Being aware of a range of different online safety issues and how they can relate to children in their care.

OKUL WEB SIiTESi: SCHOOL WEBSITE

Web sitemizde okulumuzun adres, telefon ve e-posta adresi gibi iletisim bilgileri bulunmaktadir.

There are contact information of our school such as address, telephone and e-mail address on our website.
Sitemizde yaymnlanan tiim igerikler okul mudiiriimiiziin onaymndan gectikten sonra bilgi islem birimi
tarafindan siteye konulmaktadir.

All content published on our site is put on the site by the IT unit after the approval of our school principal.
Okulumuzun web sitesi bilgi islem birimimizin sorumlulugunda olup giiclii glivenlik dnlemleri alinmis
durumdadir.

The website of our school is under the responsibility of our IT department and strong security measures
have been taken.

Ogrenci calismalari, velilerinin izinleriyle yaymlanmaktadir.

Student works are published with the permission of their parents.

Web sitesi, erisilebilirlik fikri miilkiyet haklarina saygi, gizlilik politikalar1 ve telif hakki da dahil olmak
iizere okulun yayin yonergelerine uymaktadir.

The website complies with the school's publication guidelines, including accessibility, respect for
intellectual property rights, privacy policies, and copyright.

E GUVENLIiK MUFREDATIMIZ HAKKINDA: ABOUT OUR E SECURITY CURRICULUM:

Cocuklarda bilingli ve giivenli internet kullanimina dair bilgi, beceri ve tutumlarin gelistirilmesi i¢in
seminerler diizenlenmektedir.

Seminars are held to develop children's knowledge, skills and attitudes about conscious and safe internet
use.

Okulumuzda medya okuryazarlig1 dersi se¢meli olarak okutulmaktadir. Ders miifredati kazanimlariyla
beraber karar verme, iletisim, elestirel diisiinme, girisimcilik, empati, kriz yonetimi gibi yasam becerileri
tiim medya okuryazarlig1 becerileri ile iliskilendirilir.



Media literacy course is taught as an elective course in our school. Life skills such as decision making,
communication, critical thinking, entrepreneurship, empathy, and crisis management are associated with
all media literacy skills, along with the curriculum gains.

Ingilizce dersi 8. Smif miifredatinda Internet iinitesinde interneti giivenli kullanma ile bilgilendirme
yapilmaktadir.

In the English course 8th grade curriculum, information is given on safe use of the Internet in the Internet
unit.

Tiirkce Dil Etkinlikleri, Matematik Etkinlikleri, Fen ve Doga Etkinlikleri, Miizik, Oyun ve diger
etkinliklerde tablet ve telefonlar pedagojik egitim aract olarak kullanilmaktadir. Ders miifredatlarina sosyal
medya basta olmak iizere internetin bilin¢li kullanimi ile ilgili konularin yenilenen bilgilerle giincellenmesi
tiim 0gretmenlerimiz tarafindan saglanmistir.

Tablets and phones are used as pedagogical education tools in Turkish Language Activities, Mathematics
Activities, Science and Nature Activities, Music, Games and other activities. All of our teachers have
provided the curriculum of the course with updated information on the conscious use of the internet,
especially the social media.

MEB'e bagli okullarda elektromanyetik kirlilige ve internet giivenligine 6nem verilmektedir.

Emphasis is placed on electromagnetic pollution and internet safety in schools affiliated with the Ministry
of National Education.

GORUNTU VE VIDEOLARIN PAYLASIMI: SHARING IMAGES AND VIDEOS:

Paylasilan tim fotograf ve videolar okul politikasina uygun sekilde okul idaresinin izni ve onayi ile
paylasilmaktadir.

All shared photos and videos are shared with the permission and approval of the school administration in
accordance with the school policy.

Ogrenci igerikli tiim paylasimlarda velilerin yazili izinleri kayit doneminde alinmaktadir.

Written permission of the parents is taken during the registration period for all student-related posts.

Okul gorevlileri tarafindan yayinlanan resim ve videolarda 6grencilerin kisisel bilgilerine kesinlikle yer
verilmez.

Personal information of students is not included in the pictures and videos published by school officials.

VELILERE E-GUVENLIKLE iLGIiLi BILGILENDIRME: ENLIGHTENMENT TO PARENTS
ABOUT E-SECURITY:

Okulumuzda, belirli araliklarla velilere yonelik e giivenlik hakkinda bilinglendirme ¢alismalari
yapmaktayi1z.

In our school, we carry out activities to raise awareness about e-security for parents at regular intervals.
Bununla ilgili olarak okulumuzda yapilan veli toplantilarinda giindem maddelerine alinmaktadir.

In this regard, it is included in the agenda items in the parent meetings held in our school.

Okul web sayfasindan bilgilendirme yazilar1 paylagilmaktadir.

Information articles are shared on the school website.

OKUL PERSONELININ E GUVENLIK iLE iLGILi EGITiMi: EDUCATION OF SCHOOL STAFF
ON E SAFETY:

Personelin tiimiine; profesyonel ve kisisel olarak, giivenli ve sorumlu Internet kullanimi1 konusunda giincel
ve uygun personel egitimi, diizenli (en az yillik) temelde ¢esitli sekillerde saglanmaktadir.

To all personnel; Up-to-date and appropriate staff training on safe and responsible Internet usage,
professionally and personally, is provided in various forms on a regular (at least annual) basis.



eTwinning mesleki gelisim portalindan c¢evrimi¢i seminer ve online mesleki gelisim etkinliklerine
katilmakta ve yeni gelismeleri takip etmektedirler.

They participate in online seminars and online professional development activities from the eTwinning
professional development portal and follow new developments.

Cevrimigi giivenlik (e-Glivenlik) politikasi, tim ¢alisanlarin katilim1 i¢in resmi olarak saglanir, tartisilir ve
korunma sorumlulugumuzun bir pargasi olarak giiclendirilir.

The online safety (e-Safety) policy is formally provided, discussed and reinforced for the participation of
all employees as part of our responsibility to protect it.

ICERIK: CONTENTS:

Video konferans yapilirken, tiim kullanicilarin katilabilecegi siteler iizerinden yapilacaktir.

While video conference is being held, it will be done on sites where all users can participate.

Video konferans yapilmadan 6nce diger okullarla iletisim kurulmus olmasi gerekmektedir.
Communication with other schools must be established before video conferencing can take place.

Okul 06grenci ve calisanlari ilgilendiren/icinde bulunduran tiim igerik, ancak kontrol ve onay
siireglerinden gectikten sonra, paylasima acik hale gelecektir.

All content that concerns/includes school students and staff will only be open to sharing after going through
the control and approval processes.

OKULUMUZDA GUVENLI INTERNET GUNU: E-SAFETY DAY AT OUR SCHOOL:

Okulumuzda her yil 'Giivenli Internet Giinii " gesitli faaliyetlerle Subat ayinda kutlanmaktadir.
Every year 'E-Safe Day' is celebrated in February with various activities in our school.

Okul 6gretmenlerimiz eTwinning portalinda da etkinlikler planlamaktadir.

Our school teachers are also planning events on the eTwinning portal.

Ayrica velilere e giivenlik hakkinda yazilarla bilinglendirme yapilmaktadir.

In addition, parents are informed about e-security with articles.

Hafta boyunca seminerler, tanitici afislerle etkin katilim saglanmaktadir.

Effective participation is ensured with seminars and promotional posters throughout the week.

INTERNETIN VE BILISIM CIHAZLARININ GUVENLI KULLANIMI: SAFE USE OF THE
INTERNET AND INFORMATION DEVICES:

Internet; bilgiye ulasmakta en onemli araglardan biri haline gelmisken, bunu okuldaki miifredat ile
iligkilendirerek dogru bilgiye en giivenli sekilde 6grencilerimizi ve 6gretmenlerimizi ulastirabiliyoruz.
Internet; while it has become one of the most important means of accessing information, we can associate
it with the school curriculum and provide our students and teachers with the right information in the safest
way.

Internet erisimlerimizi 6grencilerimizin yas ve yeteneklerine gore entegre etmis durumdayiz.

We have integrated our internet access according to the age and abilities of our students.

Tiim okulumuza ait bilisim cihazlarimizi kullanim politikamiza uygun sekilde, gerekli filtrelemeleri
yaparak giivenli hale getirmis durumdayiz.

We have made all of our school's IT devices safe by making the necessary filters in accordance with our
usage policy.



» Tiim calisanlarimiz, velilerimiz ve 0grencilerimiz etkili ve verimli ¢evirim i¢i materyallerin kullanimi
konusunda bilgilendirilmistir.

= All our employees, parents and students have been informed about the effective and efficient use of online
materials.

= E-giivenlik ve siber zorbalik konular1 belli derslerimizin yillik planlarina dahil edilmis olup, bu konularda
yil i¢inde 6grencilere bilgi aktarimi devam etmektedir.

= E-safety and cyberbullying issues are included in the annual plans of certain courses, and information on
these subjects continues throughout the year.

CEP TELEFONLARI VE KiSiSEL CIHAZLARIN KULLANIMI: USE OF MOBILE PHONES AND
PERSONAL DEVICES:

= Okul saatleri i¢cinde 6grencilerimizin kisisel cep telefonu kullanimi1 yasaktir.

= Use of personal mobile phones by our students is prohibited during school hours.

= Her tiirlii kisisel cihazlarin sorumlulugu kisinin kendisine aittir.

= Responsibility of all kinds of personal devices belongs to the person herself/himself.

* Okulumuz bu tiir cihazlarin kullanimindan dogacak olumsuz saglik ve yasal sorumluluklar1 kabul etmez.

= Qur school does not accept any negative health and legal responsibilities arising from the use of such
devices.

= QOkulumuz kisisel cep telefonlarinin ve bilisim cihazlarinin kayip, ¢alinma ve hasardan korunmasi igin
gerekli tiim onlemleri alir fakat sorumluluk kisiye aittir.

= QOur school takes all necessary measures to protect personal mobile phones and information devices from
loss, theft and damage, but the responsibility belongs to the individual.

* Okulumuz 6grencileri, velilerini aramalar1 gerektigi durumlarda okula ait olan telefonlar: bir okul idarecisi
gozetiminde kullanabilirler.

= Students of our school can use the phones belonging to the school under the supervision of a school
administrator when they need to call their parents.

» Ogrencilerimiz egitim amacli (web 2 araglarinm kullanimi vb) kisisel cihazlarmi kullanmak igin okul
yOnetiminden izin almalidir.

= Qur students must obtain permission from the school administration to use their personal devices for
educational purposes (use of web 2 tools, etc.).

* Okulumuz , ogrencilerimizi cep telefon numaralarmi yalnizca giivenilir kisilerle paylasmalari,
tanimadiklar1 giivenilir bulmadiklari kisilerle cep telefonu gibi kisisel bilgilerini paylagmamalar1 gerektigi
konusunda bilinglendirmektedir.

= Qur school raises awareness of the students that they should only share their mobile phone numbers with
reliable people and not to share their personal information such as mobile phones with people they do not
know and do not find reliable.

= (alisanlar (6gretmen, idareci, personel vb) kisisel cep telefonlarin1 ders saatlerinde sessize alarak ya da
kapatarak gorevlerine devam etmelidir.

= Employees (teachers, administrators, staff, etc.) should continue their duties by muting or turning off their
personal mobile phones during class hours.

» Kurum caliganlar1 (6gretmen, idareci, personel vb) ve dgrenciler sosyal medya ya da sohbet programlari
iizerinden 6grenci ya da kurum calisanlarindan gelecek olan ya da kendilerinin gonderecekleri her tiirlii
icerik ve mesajlasmanin hukuki sorumlulugunu tasimaktadir, uygunsuz olabilecek her tiirlii icerik ve
mesajlasma ivedilikle okul yonetimi ile paylasilir. Boyle bir duruma mahal vermemek i¢in gereken
onlemler alinir.

= [nstitution employees (teachers, administrators, staff, etc.) and students bear the legal responsibility of all
kinds of content and messaging that will come from students or employees of the institution or send them



through social media or chat programs,. any content and messaging that may be inappropriate is
immediately shared with the school administration. Necessary measures are taken to avoid such a situation.

CEVRIMICi OLAYLAR VE KORUMA: ONLINE EVENTS AND PROTECTION:

= QOkulumuzun tiim iiyeleri ¢evirim i¢i riskler konusunda bilgilendirilecektir. Egitimler yapilip igerikler
aciklanacaktir.

= All members of our school will be informed about online risks. Training will be done and the contents will
be announced.

= QOkulumuzda yasadist icerik, giivenlik ihlali, siber zorbalik, cinsel igerikli mesajlasma,¢ocuk istismari,
kisisel bilgi glivenligi gibi konularda bilgilendirme ¢aligmalar1 yapilmaktadir.

= Information activities are carried out in our school on issues such as illegal content, security breach,
cyberbullying, sexually explicit messaging, child abuse, and personal information security.

= QOkulumuzda internet, bilgi teknolojileri ve ekipmanlarinin yanhs kullanimu ile ilgili timsikayetler okul
miidiiriine bildirilecektir.

= All complaints about misuse of internet, information technologies and equipment in our school will be
reported to the school principal.

= QOkulumuzun tim tyeleri gizlilik ve giivenlik endiselerini ortadan kaldirmak i¢in resmi okulkurallarina
uygun sekilde davranmalar1 hususunda bilgilendirilir.,

= All members of our school are instructed to act in accordance with official school rules to avoid privacy
and safety concerns.

* Yasanan olumsuzluklarda okul gerekli islemleri yapmakla sorumludur.

= The school is responsible for taking the necessary actions in case of negativities.

* Sorunlarin ¢6ziimiinde ¢alisanlar (6gretmen, idareci, personel vb), veliler ve 6grenciler okul ile birlikte
hareket etmelidir.

= Employees (teachers, administrators, staff, etc.), parents and students should act together with the school
in solving problems.

OKUL MUDURU
MESUT GONC





